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The next bigthing?

Cloud

SOA

1990 S Web
%Q” Client-Server
-Mainframe
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You are the Cloud
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. /hat are specific technical considerations for Federal
Cloud Computing?

* How do we re-think our security architecture given
Cloud risks and threats?

 What is the future of Federal Cloud Computing?
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Key Issues

* What is Cloud Computing?
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Trends

u. S Federal Budget As a Percentage of GDP ' 4
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* White House is directing Agencies trim their budget
by 5%. Agencies are directed to freeze discretionary
spending except in National Security




Trends

* Every Day activities depend on use of cloud
computing

* Mobile devices are the primary entry point
into the cloud

Cloud Adoption Implications

* Cloud Specific Business Mode
- Consumption based pricil‘. '

* Speed and Agility of Mobil app
- Two way design and develog




* Data is the oxygen to
- Data drives clo

Life in a Fish - Massive, permanent data
Bowl - Customized, tailored solutic

* Business Intelligence and Analyti

- The Business of Data

* No detail is too private

* Major convenience is traded for increased
access to data




Key Issues

* What Trends will accelerate the Governgent
Cloud computing?
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Definition

Visual Model Of NIST Working Definition Of Cloud Computing
http://www.csrc.nist.gov/groups/SNS/cloud-computing/index.html

Broad X . On-Demand
Rapid Elasticity Measured Service Saltservice
Resource Pooling

Software as a Platform as a Infrastructure as a

Service (SaaS) Service (Paas) Service (laaS)

Essential
Characteristics

Service
Models

Deployment
Models



Definition — Key Characteristics (NIST)

(1) On-demand self service (4) Elasticity
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Definitions — Deployment Models (NIST)

Cloud Provider Cloud Customer

(1) Software Admin control el — | imited Admin conirol

~ as a Service

(SaaS) Total control Mo control

@ Platform Admin contral Limitd programmanility
as a Senvice

(Paas) Toital control Nio contral

@ Infrastructure
as a Service

(laas)

Mo control Tatal control

Admin control Mo contral




Definitions — Delivery Models (NIST)

Cloud Provider Infrastructure Cloud Customer Data Center

@ Private {:}
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Cloud Computing Concept Architecture

Private Cloud Hybrid Cloud / Public Clouds

CCI Céooglip C/"“gglaznn\’\

\Jm_f“

salesforce.com.
Op dp g

» Private cloud .
— Owned by an Enterprise; exists behind an Enterprise Firewall

* Public cloud
— Large scale Infrastructure that spans the globe

» Hybrid cloud
— Comprised of two or more clouds

» Community cloud Financial Services
— Shared infrastructure for specific community (for ex., the Federal Govt.)

Healthcare Services




Data Control

Dedicated IT Hosting provider '
I Public
Saa$

=N

Data

App

Services

Server

Storage

Network

Organization shares control

with service provider
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Strategic on-ramp to Advanced Software

Lightweight Rich User Web as Platform Data as the
Programming Experience " | Discriminator

Javascript + XML Networking Locations Auctions

Software Harness Non-traditional
| Transcends the Collective | | Release Cycles '
¢ Device Intelligence !
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On-demand, scalable, elastic service
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AND THAT'S
THE SOLUTION
TO ALL OUR
PROBLEMS

geek & poke
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CEOs LOVE THE cLOLD




Key Issues

e What Trends will accelerate the Govern
Cloud computing?

What is Cloud Computing?
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3 "hat are specific technical considerations for
Federal Cloud Computing?
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Presidents Guidance

ram will be taking on new challe ges ana
mplemented to offer an opportunity to utiliz
al and agency architectures to identify
se-wide common services and solutions with a new emphasis on cloud )

puting. “ 4 b

&
~ “The Federal Government will transform its Information Technology Infrastruct
- by virtualizing data centers, consolidating data centers and operations, and
ultimately adopting a cloud-computing business model.”

FY2010 Federal Budget
Analytical Perspectives
Cross Cutting Programs e =Y L
http://www.whitehouse.gov/omb/budget/fy2010/assets/crosscutting.pdf iy
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Cloud Computing in the Federal Government

2.0 A-épéce: An award winning
> application for intelligence
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has given its Defense Department Agencies not vet soid on

customers a new reason to buy into the software 3s 8 service

concept of cloud computing
| Business

Nearly two years ago, DISA awarded contracts to four vendors for on-demand
| CXOs computing services, in which customers pay for computing and storage
capacity on an as-needed basis, rather than buying and maintaining
technology hardware and software themselves. However, customers had to go
Enterprise Architecture through the Defense Enterprise Computing Center to acquire computing
power and develop solutions.

‘Defense

Funding

Government 2.0 With the Rapid Access Computing Environment (RACE), DISA now provides a
Green IT self-senice approach. said Alfred Rivera, director of the agency's Center for
Computing Services. “A Department of Defense user can actually go into a
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Cloud Computing Technical Considerations

2) Architecture and Design
3) Development

4) Testing and Integratiohi
5) Opgwtions and Y




Cloud Computing Technical Considerations

1) Planning and Requirements

3) Development
4) Testing and Integratig
5) Opgaitions and Y

Additional Other Additional Resources
File Servers Add;tisozgzggage as Needed
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Cloud Computing Technical Considerations

1) Planning and Requirem



Cloud Computing Technical Considerations

1) Planning and Requirements
2) Architecture and Design
3) Development




5) Operations and Maintenance
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Key Issues

e What Trends will accelerate the Govern
Cloud computing?

What is Cloud Computing?

e
p -

How do we re-think our security architecture given
Cloud risks and threats?
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Challenges and Risks

Q: Rate the challenges/issues ascribed to the ‘cloud'/on-demand model
(1=noct significant, S=wvery significant)

Security

Performance

Availability

Hard to integrate with in-house IT
Mot enough ability to customize
Worried on-demand will cost more

Bringing back Iin-house may be difficult

Regulatory requirements prohibit cloud

Mot enough major suppliers yet

20%
% responding 4 or 5




Security Risks

Denial of service attacks could
create systemic risk

e A lack of transparency and
accountability about security from
cloud vendors lowers trust

The Cloud is Made of Soft
Attacks that leverage the so
environment, services and 3
the software relies on;, and
communication channels it u 1
communicate all take on new
magnitude in the cloud
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Legal, Financial and Reputational Risks

On separation or licensing being

st or damaged or suffering impeded access

_ ensitive information unnecessarily released to legal process by a provider leading to
a loss of Fourth Amendment protection (in the United States) against search and
seizure .

Legal exposure due to degraded ability to manage or search data in the clou
discovery purposes |

i

i L

Liability if facilities are compromised and used as attack bots, m k
aid/abet other harmful activities against third-party targets "“";7 i

Lawsuits or penalties from a cloud vendor for violating service agreemén '-_i;-
IOl f'u[&
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Cloud Security Incidents

Off My Cloud!

sacy Blunder Shares Your Docs...

June 2009: Webhost hack wipes out data for 100,000 sites

October 2009: Amazon Web Services DDoS Attack And The Cloua
More at

- http://wiki.cloudcommunity.org/wiki/CloudComputi
- Database
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Rethinking Security Architecture

ss control must give way standards-base

Security management and service-oriented architecture must suppor %
hybrid clouds

(3

Encryption performance and key management must evolve to enz
secure, cloud-based storage ,

.
4_‘ -
-

Chonces around authentication and access control, e% ¢ J,'{_-

and policies around private data must ? isi
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Security vs. Privacy and Confidentiality

e from

ctioned in usi

onfidential: spoken, written, acted on, etc.,

in strict privacy or secrecy, information, the
unauthorized disclosure of which poses a



Cloud Provider Risk Mitigation

L .-u

storage
e control have to demonstrate, and

Secu rity perhaps constantly certify,

access their security capabilities
movement

provide assurance that data

Recovery e replication and appllcajclons‘are replicated
across multiple sites to reduce
vulnerability

support internal
e Audit investigations as well as legal
e Transparency oOr administrative electronic
discovery requests

E-Discovery
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Cloud Consumer Risk Mitigation

.‘:-u

you wouldn’t want a competitc
ment to see.

ead the Ter vice. Then read the Terms of Service again.

*Make sure that you are not violating any law or policy, by putting da
in the cloud, and think twice before putting any consumer data in the
cloud.

P *Consult with your technical, security or corporate gove
~ about the advisability of putting data in the cloud. "“f ;

The executive and judicial branches have repeatedly taken the posmon 'Eha‘i; de r"
cloud does not have the same assumptions of privacy and due process as doés '

your own infrastructure — ACLU report on Cloud Computing and privacy f‘j i ?Ti..ﬂ'&; )
\ R s, i

QT (
A S
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Key Issues

e What Trends will accelerate the Govern
Cloud computing?

What is Cloud Computing?

‘| p =y '_' A T,
e ey 5

What is the future of Federal Cloud Computing?
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Federal Agencies : .
savings and increased

effectiveness
Risk Management

-Authorization : Interagency vetted

-Continuous h
Monitoring approac

: Rapid acquisition
through consolidated
risk management
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\#% : Consistent
W application of Federal
Outsourced Systems 28 security requirements




Standards Acceleration Jumpstarting
Adoption of Cloud Computing (SAJAAC)

NIST Cloud Standards Portal

Success? ? Lise Cases
1‘ Validated Reterence

Government-run Specifications Implementations
Valldation Exerclses

Spac Jast 1 Proposed Reterence

Spec Test2 . .
Spoc jan © Specifications® ¥ |mplementations

- continuously growing portal: new content added over time
« publically available: anyone can access or submit



The More Dynamic The Environment,
The Better Candidate For Cloud
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Cloud Computing; An Alternative Sourcing /
Delivery Model Against Traditional Models

' P [
OpFion 2: I'T . _ . CIOUd Adoptlon
B, e Implications

* Agency decision make

evaluate Cloud again:
sourcing and delivery opti

* Cloud options will need to
address business / technical

., requirements but alsa
6} improvement of cost

- Cloud is likely to be
, as a piece of the so

] B 9T

rather thar
b
x ;'..'." 2 ,.,. ik 3
ST il

\ ) N ;3.’; M .-h 4'~,
- e e e services will 60 -exist '

Traditional Models Traditional + Cloud Models T R
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End User Driven with a focus on Data
Portability and Cloud Interoperability
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£ Disclaimer: the views expressed in this
- PowerPoint presentation are the author’s
alone, and do not necessarily represent the
& official view of any component or institution
: J with which he is affiliated.

.

Moha B G 3
b S Ny wwa
U bt bk 0% > Do

Copyright © 2010 Melvin Greer


mailto:melvin.greer@lmco.com
http://www.amazon.com/gp/product/1440141967/ref=s9_simh_gw_p14_i1?pf_rd_m=ATVPDKIKX0DER&pf_rd_s=center-2&pf_rd_r=03BP7J6SWECQYW46X6T1&pf_rd_t=101&pf_rd_p=470938631&pf_rd_i=507846

